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Abstract. These days, ordinary people have become cybercitizens, or inhabitants of cyberspace, and 
they are more connected than ever. Unfortunately with this connectedness, comes serious 
cybersecurity risks. It is therefore important that as cybercitizens, people follow proper 
Cybercitizenship when online, and develop good cybersecurity habits. Especially digital natives such 
as university students, who grew up with technology, and are comfortable using it in all aspects of 
their life. They are deemed heavy users, but seem to ignore basic information security, which result in 
40% of them experiencing cybercrime (Norton Cyber Security Insights Report, 2016). For this reason, 
the Centre for Academic Technologies at the University of Johannesburg launched (January 2017) 
their online Cybercitizenship module (UJCYBER). It is an awareness programme with the objective 
to support students in their journey of understanding, appreciating and reacting to the dangers that 
loom in cyberspace, in order to proactively create a positive cyber footprint. This paper presents the 
UJCYBER awareness module. 
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1 Introduction 
As the Internet became part of the everyday life of the average person, it is used for general browsing, 
communication, online banking, entertainment, travel bookings, and to find information about goods 
and services (Schafer, 2002, Haythornthwaite and Wellman, 2002). As of 31 March 2017, there are an 
estimated 3,731,973,423 Internet users in the world, which equates to a 49.6% Internet penetration 
into the population (Internet World Stats, 2017). 
Nowadays, social media are also integrated into society and in everyday things (Lau, 2017, Bertot et 
al., 2012). As of January 2017, social media penetration globally is at 37%, which is a total of 2.789 
billion social media users. For the time period, January 2016 to January 2017, South Africa showed a 
15% increase in the number of persons using social media (World Wide Worx and Fuseware, 2017, 
Kemp, 2017). 
We are globally more connected than ever (The South African Cyber Threat Barometer, 2012, Bertot 
et al., 2012), with the Internet taking residence in both our private and professional lives (Kouttis, 
2016). Unfortunately this connectedness brings with it serious cyber security risks, because of 
increased opportunities to exploit vulnerabilities (Reid and Van Niekerk, 2014, al-Khateeb et al., 
2017, Kouttis, 2016). It is therefore important that individuals are educated on how to be responsible 
cyber citizens or Netizens. As echoed in a statement by Michael Kaiser, the executive director of the 
National Cyber Security Alliance (NCSA): "As every one of us, our families and our communities 
become increasingly connected, it becomes even more critical to practice good cybersecurity habits 
(PR Newswire Association LLC, 2016b). Also, properly educating users to take the responsibility to 
safeguard themselves in cyberspace, is essential. As reiterated by Robert Dix, the vice president of 
Juniper Networks responsible for global government affairs and public policy: “Currently, there is a 
gap, primarily because users simply don't understand what the cyber threats are, how their information 
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can be compromised or what to do. We can and must change that” (PR Newswire Association LLC, 
2016a). 
Netizens or Net Citizens, are Internet users that “exist as a citizen of the world.” Netizens are referred 
to as residents of the Internet, participants of the cyber community, or occupants of cyberspace 
(Hauben and Huaben, 1997, MacKinnon, 2012). Digital natives (also referred to as the ‘Net 
Generation’, the ‘Y Generation’ and ‘Millennials’), are young people (generation Y, born in 1977-
1994; and Generation Z, born in 1995-2012) who grew up with technology. Digital natives are 
considered comfortable using the Internet in all aspects of their lives. Entrenched in the digital age, 
young people use computers, cell phones, listen to music online, play video games, and perform 
numerous other activities (Prensky, 2001, Reid and Van Niekerk, 2014, Kennedy et al., 2008). 
University students are generally deemed heavy users, especially of social media (Lau, 2017). The 
United Nations’ International Telecommunication Union (2013) report, indicate that while new 
Netizens .join the Internet on a daily basis, they do so with inadequate knowledge of security threats 
and the consequences of their online activities. 
While the Internet and social media have many positive features to offer, the negative aspect with 
regards to cyber security risks is unfortunately also present (Popescul and Georgescu, 2016). 35% of 
younger users seem to ignore security aspect of cyberspace, which result in 40% of them experiencing 
cybercrime (Norton Cyber Security Insights Report, 2016). It is these “native speakers of the digital 
language” that are entering universities (Prensky, 2001, Kennedy et al., 2008, Reid and Van Niekerk, 
2014).  Consequently, it is important that universities properly educate students on how to be 
responsible cyber citizens, as echoed by Simon Kouttis of Stott and May: “The authorities and schools 
must do their part to foster large-scale awareness about cyber-security. And they should integrate it 
into the core curriculum as soon as students start using computing devices, rather than leaving it to 
degree level courses.” 
This paper introduces the University of Johannesburg’s (UJ’s) online Cybercitizenship module 
(UJCYBER), as an approach to create awareness and educate students about proper Cybercitizenship 
and cyber security. The objective is to support students in their journey of understanding, appreciating 
and reacting to the dangers that loom in cyberspace, so that they may proactively create a positive 
cyber footprint. 
But first, we present background information in Section 2, about what it means to be a responsible 
cyber citizen, by following proper Cybercitizenship and netiquette when online. We also discuss the 
necessity to develop good cyber security habits. This is followed by introducing the concept of 
cybercrime. A discussion of different types of cyberattacks, specifically aimed at the individual, and 
some cyber activities that exploit the user, and some cyber activities that the user themselves may 
indulge in. Section 2, ends with a discussion of awareness training, with an emphasis on providing 
awareness training that require students to critically think about appropriate topics covered, and apply 
security concepts. The methodology followed for this paper, is presented in Section 3, with Section 4 
presenting the results, which manifests as UJ’s online Cybercitizenship module or UJCYBER. 
Concluding the paper with the discussion and conclusion, which is Section 5 and Section 6 
respectively. 
 
2 Background 
To be a responsible cyber citizen, the individual should follow proper Cybercitizenship and netiquette 
when online, and develop good cyber security habits. 
2.1 Cybercitizenship and Netiquette 
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A Netizen or Net Citizen, is an Internet user that “exist as a citizen of the world.” This user is referred 
to as a resident of the Internet, a participant of the cyber community, or an occupant of cyberspace 
(Hauben and Huaben, 1997, MacKinnon, 2012).  
Cybercitizenship is when certain rules and conventions are followed by netizens, and computers are 
used in an ethical way. In being a good cybercitizen, the individual shows good Cybercitizenship by 
following some of the rules of the Internet (Nottoli, 2013).  
Based on the Internet Advisory Board’s memo titled “Ethics and the Internet” (1989), the Computer 
Ethics Institute created the “Ten commandments of computer ethics” (1992), as a guideline to educate 
people on how to ethically use computers. The Ten Commandments are: 
1. Thou shalt not use a computer to harm other people. 
2. Thou shalt not interfere with other people's computer work. 
3. Thou shalt not snoop around in other people's computer files. 
4. Thou shalt not use a computer to steal. 
5. Thou shalt not use a computer to bear false witness. 
6. Thou shalt not copy or use proprietary software for which you have not paid. 
7. Thou shalt not use other people's computer resources without authorization or proper 
compensation. 
8. Thou shalt not appropriate other people's intellectual output. 
9. Thou shalt think about the social consequences of the program you are writing or the 
system you are designing. 
10. Thou shalt always use a computer in ways that ensure consideration and respect for your 
fellow humans. 
 
In relation to Cybercitizenship, netiquette is defined as being courteous and respectful when 
interacting online with other netizens. Netiquette is used to describe communication that takes place 
over the Internet, and is a combination of the words “network” and “etiquette”. For example, when 
sending any comments or messages, be sure to reread the communication to ensure it may not be 
interpreted incorrectly, because messages (text, e-mail or instant) do not have the luxury of non-verbal 
communication to help with interpreting the intent of the message (Nottoli, 2013, Jacob, 2016, Kozík 
and Slivová, 2014). 
Virginia Shea's e-book titled “Netiquette” (1994), has become “the” source for online manners (Jacob, 
2016). In her book she describes ten core rules of netiquette. These rules serves as general guidelines 
of how to behave properly online, and serves both new and advanced users. Shea (1994), states that 
the premise of the rules are to help with basic principles and help solve netiquette predicaments. The 
ten core rules are: 
1. Remember to be human. 
2. Adhere to the same standards of behaviour online, that you follow in real life. 
3. Know where you are in cyberspace. 
4. Respect other people’s time and bandwidth. 
5. Make yourself look good online. 
6. Share expert knowledge. 
7. Help keep flame wars under control. 
8. Respect other people’s privacy. 
9. Don’t abuse your power. 
10. Be forgiving of other people’s mistakes. 
Good Cybercitizenship and netiquette helps the individual to possibly avoid irreversible mistakes and 
potentially not commit perceived acts of disrespect. Mistakes sent via email, posts on social media, or 
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the Web, for which there may not be a way of removing the communication. Perceived acts of 
disrespect by others using the Internet or social media, because the individual is not following the 
unwritten rulesets (Jacob, 2016, Kozík and Slivová, 2014). 
2.2 Cybersecurity 
Information security includes protecting and maintaining the confidentiality, integrity and availability 
(CIA Model) of information and information infrastructures (The South African Cyber Threat 
Barometer, 2012). Cyber security, which falls within information security, includes protecting 
specifically the information infrastructures from criminal activities or cybercrimes. Information 
infrastructures include the Internet, telecommunication systems, computer systems, and industrial 
control systems (The South African Cyber Threat Barometer, 2012). Information security and cyber 
security both also include the human element. Information security is concerned with the role the 
human element plays in the security process. Cyber security is concerned with the human element as a 
potential target of cybercrimes, or even their potential involvement, albeit unknowingly, in 
cyberattacks (von Solms and van Niekerk, 2013). 
 
As potential targets of cybercrime, it is necessary that cybercitizens practice good cybersecurity to 
protect themselves. Gelman and McCandlish (1998), present a guide for protecting oneself when 
online. The guide suggests sidestepping spam or junk mail, recognising online scams, identifying 
hoaxes, protecting yourself from identity theft, guarding against email privacy fraud, protecting 
against viruses, protecting intellectual property, and keeping your children safe. Andert and 
Burleson’s (2005) safety handbook, suggest protecting oneself by protecting your privacy when 
online, knowing the type of personalities, weirdos, and stalkers that are online, protecting against 
cybercrime and cyber theft (plagiarism), identifying scams (phishing scams, mouse trapping, hoaxes), 
recognising and preventing identity theft, online security measures that can be taken, Internet spies 
(spyware and malware), child protection, virus attacks, and spam. 
 
In an effort to protect themselves against cybersecurity activities, cybercitizens should understand the 
environment of cybercrime, and the types of attacks used by cybercriminals. 
 
2.3 Cybercrime 
A universally agreed definition for the term Cybercrime does not exist, therefore there are many 
varied definitions as interpreted by individuals and groups (Internet Safety Campaign Africa, 2016). 
In South Africa the National Cybersecurity Policy Framework defines cybercrime as “…illegal acts, 
the commission of which involves the use of information and communication technologies”(State 
Security Agency, 2012). Cybercrime as defined by the South African Cyber Threat Barometer (2012), 
is a crime that happens in cyberspace. The terminology refers to the use of computer technology to 
commit a crime or computer technology that was in some manner involved when a crime took place. 
Another definition, as proposed by the Electronic Communications and Transactions Amendment Bill 
of South Africa, and adopted by this paper, defines cybercrime as “any criminal or other offence that 
is facilitated by or involves the use of electronic communications or information systems, including 
any device or the Internet or any one or more of them” (Department of Communications, 2012).  
 
Even though there are many ways in which the individual could protect themselves when online, 
individuals could still fall victim to clever scams, shrewd social engineering efforts, cyberstalking, 
cyberbullying, undetected hacking efforts, and an array of other cybercrime activities (Cross, 2014). 
 
Cyber criminals use the Internet to steal, manipulate, disrupt, destroy, and deny access to information. 
Then also to change the context in which the information is viewed in, in order to change the 
perceptions of users towards the information (The South African Cyber Threat Barometer, 2012). 
Cyber criminals do this via a variety of, but not limited to, cyber activities such as, identity theft, 
distributed denial of services (DDoS) attacks, botnets, malware especially phishing attacks, spam, 
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ransomware, and social engineering (Bendovschi, 2015, Lilley et al., 2014, Brown, 2015, Khanse, 
2014). 
 
2.4 Cyberattacks 
Identity Theft. Prior to technological advancement, identity theft involved “donning a wig and 
masquerading as someone else” (Demshock, 2016). Nowadays identity theft is still defined as 
someone pretending to be someone else, it is just that now it is done online via the Internet. This type 
of online theft is referred to as Online Identity Theft. The aim of the pretender is to gain financially, 
by obtaining and using credit card information, identification numbers, addresses, etc. of the victim 
(Khanse, 2014).  
 
Malware: Spam, Phishing and Ransomware. Malicious code or rogue program is created by a threat 
agent, with the intent to cause disruption by stealing, terminating, and denying access to information 
systems and assets. Malicious code cause programs or parts of programs to perform in an unexpected 
way, and compromise a program’s confidentiality, integrity and availability. Before execution it must 
be triggered by some form of action before infection takes place. It is usually disseminated via social 
media, e-mails, websites, USB flash drives etc. (Bendovschi, 2015, Whitman and Mattord, 2012).  
 
Spam. A very common type of cybercrime, and unfortunately not much can be done to keep them at 
bay. Spam is when the user is sent unsolicited commercial emails and messages. Much the same as 
traditional junk mail, just now it is in an electronic format. These messages are designed to lure users 
to click on the links within the emails and reveal some important information about themselves 
(Khanse, 2014, Whitman and Mattord, 2012).  
 
Phishing. Another common type of cybercrime that uses email or imitation websites to send out 
misleading messages. Messages that initially look like they come from a legitimate source in order to 
trick the end user into providing information such as account numbers, pin codes, identity numbers, 
authentication credential etc. (Bendovschi, 2015, Whitman and Mattord, 2012).  
 
Ransomware. The minute ransomware is activated, it encrypts the user’s files, rendering their computer 
useless. The user’s computer is held captive, and the user is informed via a warning message 
displayed on their screen. The message usually demands a payment in order for the files and thus the 
computer to be released (Khanse, 2014).  
 
Malware: Other Types. Below is a description of a few of the various types of malware:  
 
Virus. A malicious program that changes other non-malicious programs by transferring malicious code 
to the other program. The virus attaches itself to the non-malicious program, with the aim of either 
terminating the original program, or to “piggy-back” on the original program (Pfleeger, 1997).   
 
Trojan Horse. This type of malware is sent to a user, and arrives as a misleading program which 
appears as benign. It disguises itself as being legitimate, but contains malicious codes that may 
capture the user credentials of users (Pfleeger, 1997).  
 
Worms. This malicious program has the ability to replicate itself to other computers connected to a 
network. It differs from a virus via its medium of transfer. A worm transfers through networks, while 
a virus is able to transfer via any medium (Pfleeger, 1997).  
 
Spyware. This type of malware, tracks a user’s digital activities. Tracking generally happens without 
the user being aware of this or having given permission. Regularly spyware is bundled with legitimate 
programs or camouflaged as legitimate software. When spyware goes undetected, it may limit 
bandwidth, reduce CPU power, obtain personal information, and generally frustrate users with 
multiple pop-up messages (Lee and Kozar, 2005, Biscontini, 2016).  
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Social Engineering. Social engineering is a broad term that defines how cyber criminals use different 
social skills to obtain information from a person via psychological manipulation. Cyber attackers uses 
social engineering to deceive people (Brown, 2015, Whitman and Mattord, 2012), by gaining the 
person’s confidence, in order to obtain the information they need. Information such as personal 
information, access credentials, company information or anything that may be of interest to the cyber 
criminals.(Khanse, 2014, Bendovschi, 2015).  
 
Some types of social engineering attacks include:  
 
Supposed Email from a Legitimate Friend. If a cybercriminal gained access to a friend’s email account, 
the cybercriminal has access to all the contacts of this person. The criminal then may use the 
legitimate account to send out fake messages, urgently asking for help, or asking for a donation to a 
charity. The message may also provide a URL to click on, about something you “just have to see”. 
Other times the message contains photos, music or videos, which contains malicious code. The victim 
unsuspectedly clicks the links, send a donation or download the attachments, because the email is 
from a friend (Webroot Inc., 2017).  
 
Phishing Attempts. The victim is contacted by, what seems like, a legitimate organisation that is well 
known. The message format could be an email, instant message or text message that presents some 
kind of scenario. The scenario could be something like the victim has won some prize and they just 
need to supply banking credentials, their address, telephone number, and sometimes verify their 
person via their social security / identification number. Another scenario could be that a new form 
needs to be completed to verify the person and their details again to the organisation, because of some 
change that took place, and failure to do so will be detrimental to the person. A third scenario prey on 
the kindness of the victim, and asks for financial support for some worthy campaign (Webroot Inc., 
2017).  
 
Baiting Scenarios. They entice the individual towards something they want, such as  
downloading new music or movies, but the malicious websites only infect the victim’s computer 
(Webroot Inc., 2017).  
 
Quid Pro Quo Initiative. Quid pro quo is defined as “something for something.” It involves the attacker 
phoning individuals in an organisation, pretending to be from technical support and offering help. 
Eventually the attacker will find an individual with a problem and “help” the victim by requesting 
commands to be entered and information given to help “solve” their problem, but actually the victim 
is giving the attacker access to launch malware. 
 
Pretexting. An invented scenario or a pretext that is used to engross a victim with the story, in such a 
manner that intensifies the chance of the victim revealing some personal information or perform some 
act that they would not do under ordinary circumstances.  
 
2.5 Cyber Activities 
Cyberbullying. Cyberbullying, as agreed by researchers, is a form of hostility, practiced online via the 
Internet (Sun et al., 2016). Smith et al. (2008) define cyberbullying as “an aggressive, intentional act 
carried out by a group or individual, using electronic forms of contact, repeatedly and over time 
against a victim who cannot easily defend him- or herself”. In addition, (Vandebosch and Van 
Cleemput, 2008) explain that for cyberbullying to be understood as “true” cyberbullying, the intent of 
the perpetrator should be to hurt the other person, the victim should perceive the bullying as hurtful, 
the undesirable actions should be repeated, and the relationship between the perpetrator and victim 
considered as unequal. 
 
Cyberstalking. In general, cyberstalking or online-based intrusion, is defined in terms of descriptions 
directly related to ordinary stalking (al-Khateeb et al., 2017).  Most psychiatric studies agree that 
stalking is when there is repeated intrusion into the life of an individual, by an offender (Strawhun et 
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al., 2013). This intrusion becomes abnormal when there are no less than 10 instances or when 
intrusion takes place over a period of one month (Pathe et al., 2000).  This repeated intrusion causes 
the receiver much distress and feelings of danger (Mullen et al., 2004). A study by al-Khateeb et al. 
(2017), determined that offenders mostly use communication channels such as e-mails, mobile 
messages, and mobile call to exercise their online-based intrusions.  
 
Sexting. Amongst adolescents (12 to 17 years of age), sexting is a regular occurrence. Sexting takes 
place by exchanging sexual explicit content, such as photos and videos, via text messages, using 
mobile devices and over the Internet (Kimberly et al., 2017, Mitchell et al., 2011, Strassberg et al., 
2013). 
 
Digital Piracy. Piracy, as in software piracy, is “the unauthorized use or reproduction of another’s 
work” (Oxford Living Dictionaries, 2017), by illegally copying, disseminating, and using the software 
(Brunton-Smith and McCarthy, 2016). Digital piracy, also known as Internet-based piracy or online 
piracy (Danaher et al., 2017), targets content such as movies, music, games, books and television 
programs (Warnes, 2017). Many people, including young people, do not perceive online piracy as 
illegal (Warnes, 2017, Ingram and Hinduja, 2008). 
 
2.6 Awareness Training 
Critical to an organisation’s overall information security plan, is also ensuring that employees’ 
information security weaknesses are addressed via increased information security awareness 
(Abawajy, 2014). There are a number of methods that could be used to create awareness about 
information security. Some methods include the circulation of information security related messages 
via visible brochures, posters, flyers, banners, and trinkets (mouse pads, pens, coffee cups, and t-
shirts). Other messages are in electronic format and include messages conveyed via e-mails, corporate 
intranets, newsletters, bulletin boards, screen savers, and videos. Formal discussions, meetings, and 
training (in various formats), lectures, and conferences are also used to transfer information related to 
information security (Whitman and Mattord, 2013, Abawajy, 2014). Of the methods mentioned, this 
study focuses on training as the preferred method, in the format of an online module. 
 
A study by Abawajy (2014), determined that security awareness delivery that incorporates text-, 
game-, and video-based methods, is more successful than using only one type of delivery method. 
Shaw et al. (2009), confirm that, as much as content is important, critical to the success of any 
security awareness programme, is the delivery methods used. Numerous training efforts are 
unsuccessful, because of repetition, and a lack of involvement from the participant to critically think 
and apply the concepts learned (Cone et al., 2007). Kritzinger and von Solms’s (2010) E-Awareness 
Model (E-AM), proposes a model that not only contains a component to create awareness about the 
risks of cyberspace, but also a second component that ensures the user absorbs the content from the 
first component. 
 
Cyberattacks on unsuspecting users are increasing in number and frequency (Abawajy, 2014), while 
users are unaware or just “don't understand what the cyber threats are” (PR Newswire Association 
LLC, 2016a), their information is compromised. 
 
3 Methodology 
The literature search include multiple databases, such as Science Direct, Digital Library, EBSCO, 
Google Scholar, and UJoogle (UJ’s library resource). To build the whole picture, several topics were 
researched, which included major keywords such as Cybercitizenship, netiquette, cybersecurity, 
cybercrime, cyberattacks, cyber activities, and awareness training. Only articles published in English 
were included. 
Because the emphasis of the study is on supporting students in their journey of understanding, 
appreciating and reacting to the dangers that loom in cyberspace, it was determined from literature 
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that starting the journey towards awareness, an interactive awareness module is most appropriate. An 
awareness module that students could follow at their own pace, share their understanding of concepts 
(via online journals, comic strips, and online exercises), have discussions with other students (via 
blogs, wikis, and discussion forums), and give feedback (via an online survey) about the module. 
Next, in determining the content of the online module, the focus is on the individual, and the concepts 
that is important for a netizen to be aware of. Therefore, concepts such as Cybercitizenship, 
netiquette, and cyber security habits are discussed in the module, to create awareness of what it means 
to be a proper cybercitizen with good cyber security habits. Also, the concepts of cybercrime, 
cyberattacks, and cyber activities that specifically are aimed at the individual, are discussed. This aims 
to create awareness of the types of exploits used by perpetrators and illegal activities that the 
individual themselves may conduct (whether knowingly or not). 
All of the above information was presented and discussed with experts at UJ’s Academy of Computer 
Science and Software Engineering. This helped to identify the most common issues that students 
struggle with, in cyberspace. It was concluded that, for now, that the module will be directed at first 
year students, and that the module should also include “Know your rights” with references to South 
African law.  
The result is the UJCYBER online module. 
4 Results: UJ’s Cybercitizen Online Module (UJCYBER) 
The Centre for Academic Technologies at the University of Johannesburg created the 
Cybercitizenship online module, as an awareness program with the objective to support students in 
their journey of understanding, appreciating and reacting to the dangers that loom in cyberspace, in 
order to proactively create a positive cyber footprint. 
The module starts with an overview and explain the module outcomes. Units 1 to 7 then discuss 
content such as awareness, the cyber ecosystem, cyber bullying, sexting, piracy, ethics, and device 
security (find most URLs to content in Appendix) The module concludes with a space for students to 
give feedback (See Fig. 1). 
 
Fig. 1. UJCYBER Online Module Framework 
• Overview & Module OutcomesIntroduction
• Be AwareUnit 1
• Cyber EcosystemUnit 2
• Cyber BullyingUnit 3
• Irreversible (sexting)Unit 4
• PiracyUnit 5
• Ethics Survival KitUnit 6
• Device SecurityUnit 7
• Student FeedbackFeedback
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4.1 UJCYBER Introduction 
To begin with, the overview explains to the student that this module aims to support them in their 
journey of understanding, appreciating and reacting to the dangers that loom in cyberspace, so that 
they may proactively create a positive cyber footprint. The introduction also explains to the student 
what they should be able to do, after completing the module. 
Which is: 
 Describe the extent of possible threats looming in cyberspace, 
 Explain the interaction between a human and technology in a virtual environment, 
 Identify what constitutes inappropriate online behaviour, 
 Establish how online conduct could lead to unforeseen consequences and realise what the 
possible drawbacks could be, 
 Critique and debate the ethical dilemma with regard to justifying piracy (copyright 
infringement, illegal downloads), 
 Summarise the basic cyber ethics they discovered during this unit, 
 Devise a list of possible strategies and techniques to prevent falling victim to possible online 
attacks. 
 
4.2 UJCYBER Unit 1: Be Aware 
Unit 1 creates awareness about cyber security. A video about cyber security explains what could 
possibly happen when someone posts information such as a photo on their social media account, and 
how easy it is for cyber criminals to obtain their information to possibly use it in identity theft, how 
easily malware could be distributed to themselves and their friend list, and the interception of private 
messages. It includes a blog where students may post their own, or reply to others’ comments about 
this video. 
A web link to an online article discusses which new WhatsApp scams to watch out for in South 
Africa. It includes a discussion forum for students to post their views about WhatsApp scams. 
An assignment type exercise tasks students to search the Web and find links about cyber security 
issues, adding the links and a short description to a Microsoft Word document, and submitting it as an 
assignment. 
A private space, in the format of an online journal, is available to students to describe their actions 
when using the Internet. Student are encouraged to reflect on their online behaviour and write in their 
journal. They can describe their actions/ interactivity on the Internet that could make them vulnerable 
to attacks or threats. Students are also encouraged to suggest any aspect they could improve when 
using the Internet. 
A section on connectivity in cyberspace allows students to explain in their own words their 
understanding of connectivity threats in cyberspace, after a live chat with a friend. The student also 
investigates what hackers do and why or how the Central Intelligence Agency (CIA) intercept it, by 
creating a comic strip, storyboard or mind map to demonstrate possible threats related to 
communicating online. 
Unit 1 concludes with links to South Africa’s Electronic communications and Transactions Act of 
2002, with specific reference to “Scope of protection of personal information” and “Principles for 
electronically collecting personal information.” As well as an article about cybercrime in South 
Africa. 
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After unit 1 created an awareness of cyber security, unit 2 explains the cyber ecosystem. 
 
4.3 UJCYBER Unit 2: Cyber Ecosystem 
In explaining the cyber ecosystem, unit 2 introduces the student to cyber buzz words via an online 
video. After watching the video the student creates a blog entry with their own definition of what they 
think the concept of cyberspace is. Following a formal definition, the student updates a Wiki content 
page by completing a sentence to create their own formal definition of a cyber ecosystem. Further to 
this, an online test is available to assess the student’s knowledge about cyber devices.  
Web links to articles, teaches the student about differentiating between a web browser and search 
engine, as well as reviews about the most popular web browsers and search engines. Another online 
test, question students on their new found knowledge about web browsers and search engines. This 
then concludes unit 2. 
Now the student has a better understanding about the cyber ecosystem, the concept of cyber bullying 
is introduced to the student in unit 3. 
 
4.4 UJCYBER Unit 3: Cyber Bullying 
Cyber bullying is introduced to the student via a video of other students reading aloud mean tweets 
that they received. This is followed by a formal definition of cyber bullying. 
Continuing from the formal definition, students are presented with different scenarios depicting 
someone that is busy with cyber bullying. The students are asked to discuss the scenarios with a group 
of friends, to obtain different perspectives. A personal and private journal also allows the student to 
comment on the scenarios, and to voice their own cyber bullying experiences (if any). 
A forum is also readily available for the student to give reasons why someone would participate in 
cyber bullying, and to suggest solutions about cyber bullying. 
A link to South Africa’s Protection from Harassment Act familiarises the student with this act, and 
extracts explains to the student that defamatory remarks in chat rooms, on social networking sites, e-
mails, text messages or instant messages to third parties are some of the methods of committing cyber 
bullying that fall within the ambit of this criminal offence. 
Multiple reads about real life cyber bullying stories, show the student the serious consequences of 
cyber bullying. 
Now the student is presented to the concept of netiquette, the rules of netiquette, and how to be safe in 
cyber space. 
Unit 3 wraps up the concept of cyber bullying with reference to South Africa’s Film and Publications 
Act 65 of 1996, stipulating that the distribution of hate speech is a criminal offence in that “Any 
person who knowingly distributes a publication which, judged within the context, advocates hatred 
that is based on race, ethnicity, gender or religion, and which constitutes incitement to cause harm, 
shall be guilty of an offence”. 
Unit 3 provides a comprehensive explanation of cyber bullying and the grave consequences of such 
acts, which leads to another serious concept, that of sexting. Unit 4 elaborates on sexting. 
 
4.5 UJCYBER Unit 4: Irreversible (Sexting) 
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Sexting and the dangers thereof are discussed in unit 4. An introduction video shows the student just 
how easy it is to be sexting, without actively thinking about it. A second video explains how an 
innocent photo could be easily manipulated and quickly distributed on the Internet to total strangers, 
especially when you haven’t set your security settings correctly. How this manipulated photo 
persistently going to re-appear on the Internet, possibly to be seen by a potential employer, or 
cybercriminal using it for identity theft. 
The rest of unit 4 is dedicated to explaining Section 27 of South Africa’s Films and Publications Act 
that specifies “any person who knowingly creates, produces, imports or possesses material (including 
publications and films) that contains a visual presentation of child pornography (child being defined 
as anyone below the age of 18) shall be guilty of an offence.” This leads to an explanation of the 
ramifications of sexting and the national register for sex offenders. 
Together with cyber bullying, sexting is one of many issues on the Internet with serious 
consequences. Another is piracy, and discussed in unit 5. 
 
4.6 UJCYBER Unit 5: Piracy 
Unit 5 creates mindfulness about piracy. A video is used to demonstrate how downloading illegal 
videos, music, software, PC games and e-books is a crime. A blog is available to students to post their 
own opinions about piracy and the advantages and disadvantages thereof. 
Two South African Acts are introduced, namely, the Copyright Act No. 98 OF 1978, and the 
Electronic Communications and Transactions Act 25 of 2002. Explicit reference is made to the 
consequences of being found guilty of an offence under the Copyright Act, and the Electronic 
Communications and Transactions Act, with reference to fraud and forgery. 
In addition the student is informed about plagiarism. Specifically UJ’s plagiarism policy, UJ’s policy 
on intellectual property, UJ’s student regulations, and UJ’s regulations for student discipline. 
Armed with an awareness of cyber security and knowledge about cyber bullying, sexting, and piracy, 
unit 6 provides the student with an ethics survival kit. 
 
4.7 UJCYBER Unit 6: Ethics Survival Kit 
The survival kit include sections on defining cyber ethics, a video presenting a moral dilemma, and a 
blog for the student to comment on the video, to give their opinion on the person’s ethical (or not) 
behaviour. 
Again students are referred to UJ’s student regulations and UJ’s plagiarism policy, with provides to 
the student an ethical base and parameters to within as a UJ student. 
As much as ethical behaviour is important, it is necessary that the student understands the 
responsibility of protecting their devices, because of others’ unethical behaviours. 
 
4.8 UJCYBER Unit 7: Device Security 
Unit 7 starts off with a video on the topic of phishing and articles about phishing scams. A video 
about phishing and spear phishing, explains how it works and how organisations could protect their 
employees from these attacks. Articles introduces different types of phishing scams and tips on how 
the student could protect themselves against these types of attacks. 
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Further, a webpage link explains how the student could protect their android device against attacks. 
The article provide 10 tips to tighten security on their device. Following the article, the student enters 
into a group discussion about the security measures they can set up on their device to avoid hacking 
and interception. 
Unit 7 concludes with the South Africa’s Electronic Communications and Transactions Act 25 of 
2002, as a reminder that “a person who performs any of the acts described in section 86 for the 
purpose of obtaining any unlawful advantage by using or producing fake data with the intent that it be 
considered or acted upon as if it were authentic, is guilty of an offence.”. 
After completing all the units, the student is afforded an opportunity to give their feedback. 
 
4.9 UJCYBER Feedback 
Last but not least, the feedback section allows the student the opportunity to provide feedback about 
the module. The feedback takes the format of an online survey. 
 
5 Discussion 
As we are globally more connected than ever (The South African Cyber Threat Barometer, 2012, 
Bertot et al., 2012), with the Internet embedded into everyday life and social media integrated into 
society, we have become netizens. As echoed by Hauben and Huaben (1997), and MacKinnon (2012), 
we are residents of the Internet, participating in the cyber community, occupying cyberspace. But, 
unfortunately we participate in this cyber community without adequate knowledge of security threats 
and the consequences of our online actions (International Telecommunication Union, 2013). This 
creates serious cyber security risks, because of increased opportunities for cybercriminals to exploit 
vulnerabilities (Reid and Van Niekerk, 2014, al-Khateeb et al., 2017, Kouttis, 2016). It is therefore 
important that individuals are educated on how to be responsible cyber citizens. More so, students 
who are deemed heavy users (Lau, 2017), who seem to ignore basic information security, which result 
in many of them experiencing cybercrime (Norton Cyber Security Insights Report, 2016). 
Consequently, it is important that universities properly educate students on how to be responsible 
cyber citizens. Simon Kouttis of Stott and May says that “…authorities and schools must do their part 
to foster large-scale awareness about cyber-security. And they should integrate it into the core 
curriculum as soon as students start using computing devices…” 
As a result, UJ’s online Cybercitizenship module (UJCYBER) was created to addresses the issue of 
uninformed students, occupying cyberspace and participating in the cyber community without proper 
awareness of cyber security. As an interactive module, UJCYBER, which is aimed at first year 
students, provide them the opportunity to follow an awareness programme, share their understanding 
of concepts (via online journals, comic strips, and online exercises), and have discussions with other 
students (via blogs, wikis, and discussion forums), while giving feedback (via an online survey) about 
the module to the creators.   
As an interactive module, UJCYBER deliver awareness training by incorporating web links to 
articles, videos, and students even create a comic strip to demonstrate possible threats related to 
communicating online. This is consistent with Abawajy’s (2014) study, which determined that 
incorporating text-, game-, and video-based methods into a security awareness programme, are more 
successful than using only one type of delivery method.  
 
Further, UJCYBER also engage students by providing blogs where students are able to post their own, 
or reply to others’ comments about cyber security and cyberspace. Students are able to use discussion 
13 
 
forums to post their views on topics such as WhatsApp scams and cyberbullying. Online journals, live 
chats with friends, updates to Wiki content, and group discussions, are all elements that add to the 
interactive element of the UJCYBER module. Cone et al. (2007), stress the fact that numerous 
training efforts are unsuccessful, because of repetition, and a lack of involvement from the participant.  
 
Online tests and an assignment are more elements included in the UJCYBER module, which 
according to Kritzinger and von Solms’s (2010) E-Awareness Model (E-AM), it is important to 
ensure that the user absorbs content. 
 
Cybersecurity awareness training focusing on both content and engagement, is powerful in its ability 
to empower students to become aware and informed cybercitizens. 
 
6 Conclusion 
In this paper, we studied two main topics, namely cyber concepts that are important for a netizen to be 
aware of, and how to establish awareness of these concepts. We specifically looked as cyber concepts 
that have an impact on the individual. Concepts such as Cybercitizenship, netiquette, cyber security 
habits, cybercrime, cyberattacks, and cyber activities. Our investigation and collaboration with experts 
suggest, that as a start, these initial concepts are important to include in an awareness programme, 
aimed at first year students. It was also determined that the best way to introduce these concepts and 
create awareness, was via an online cyber awareness module. An awareness module that students 
could follow at their own pace, share their understanding of concepts with peers, have discussions 
with other students, and give feedback about the module to the authors. The resultant UJCYBER 
module offers a foundation for cyber security awareness training, and future work that could expand 
upon this module, to possibly include other relevant concepts. Further studies could also test 
behavioural change, by using the module as a tool to educate and then test behavioural changes, after 
introduction to the module. The module could further be used as a tool to teach (via lecturer-based 
teaching), lessons cyber security. 
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Appendix 
UJCYBER UNIT 1 
Watch Out for These New WhatsApp Scams in South Africa: 
https://mybroadband.co.za/news/security/162206-watch-out-for-these-new-whatsapp-scams-in-south-
africa.html  
Electronic Communications and Transactions Act, 2002 No. 25 of 2002: 
http://internet.org.za/ect_act.html#Scope_of_critical_database_protection and 
http://internet.org.za/ect_act.html#Principles_for_electronically_collecting_personal_information  
SA Ranks World’s Third Highest Cybercrime Victims: 
http://businessmediamags.co.za/sa-ranks-worlds-third-highest-cybercrime-victims-2/  
 
UJCYBER UNIT 2 
Web Browser vs Web Engine: 
http://www.differencebtw.com/difference-between-search-engine-and-browser/  
Top 15 Most Popular Web Engines: 
http://www.ebizmba.com/articles/search-engines  
The Best Internet Browser Software of 2017: 
http://www.toptenreviews.com/software/internet/best-internet-browser-software/  
 
UJCYBER UNIT 3 
Cyberbullying Scenarios: 
http://greenfieldtalkscyberbullying.blogspot.co.za/  
South Africa’s Protection from Harassment Act: 
http://www.justice.gov.za/forms/form_pha.html  
Real Life Stories: 
http://www.puresight.com/Real-Life-Stories/real-life-stories.html  
One in Five SA Teens Cyber Bullied: 
http://www.itweb.co.za/index.php?option=com_content&view=article&id=146442  
The Girl Who Got Even – A True Cyberbullying Story: 
http://choices.scholastic.com/story/girl-who-got-even-true-cyberbullying-story  
South Africa: OMG! “OMUHLE” Gela on Cyberbullying: 
http://www.africanhitz.com/south-africa-omg-omuhle-gela-on-cyber-bullying/  
Celebs Throw Cyber Bullies a Curveball: 
http://www.timeslive.co.za/thetimes/2015/10/12/Celebs-throw-cyber-bullies-a-curveball1  
Amanda Todd, Cyberbullying, and suicide: 
http://cyberbullying.org/amanda-todd-cyberbullying-and-suicide  
South Africa’s Films and Publications Act: 
http://www.gov.za/sites/www.gov.za/files/a65-96.pdf  
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Be Aware, Be Cybersafe: 
http://eagle.unisa.ac.za/elmarie/  
 
UJCYBER UNIT 4 
South Africa’s Films and Publications Act: 
http://www.gov.za/sites/www.gov.za/files/a65-96.pdf  
South Africa’s National Register for Sex Offenders (NRSO): 
http://www.gov.za/services/national-register-sex-offenders-nrso  
 
UJCYBER UNIT 5 
South Africa’s Copyright Act No. 98 OF 1978: 
http://www.wipo.int/wipolex/en/text.jsp?file_id=130429  
South Africa’s Electronic Communications and Transactions Act 25 of 2002: 
http://www.gov.za/documents/electronic-communications-and-transactions-act  
 
UJCYBER UNIT 6 
Cyberethics:  
http://etec.ctlt.ubc.ca/510wiki/Cyberethics  
 
UJCYBER UNIT 7 
Cyber Crime is a growing reality cautions financial coach:  
http://www.702.co.za/articles/13945/cyber-crime-is-a-growing-reality-cautions-financial-coach  
The Banking Association of South Africa – Phishing Scams: 
http://www.banking.org.za/consumer-information/bank-crime/phishing-scams  
10 Tips To Tighten Security On Your Android Device:  
http://www.hongkiat.com/blog/protect-your-android-device/  
South Africa’s Electronic Communications and Transactions Act 25 of 2002: 
http://www.gov.za/documents/electronic-communications-and-transactions-act  
